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A Survey on Processor Fuzz Testing Technologies

Abstract Processors are the core components of computer systems, which are responsible for executing instructions,
processing data, and scheduling tasks. In response to increasing computing demands and security risks, processors have
evolved to become increasingly complex and error-prone. Unlike software bugs that can often be fixed with timely patches,
hardware flaws in processors are permanent and hard to repair, leading to lasting damage. Therefore, early detection of
design and implementation errors in processors before manufacturing is very important. Conventional processor verification
methodologies, including formal verification and dynamic verification, encounter challenges such as state space explosion
and inefficiency in bug detection, making them difficult to apply on complex processor designs. To overcome these limita-
tions, researchers have applied software fuzz testing techniques to processor verification, which is known as processor fuzz-
ing. Fuzzing is a widely used automated technique for uncovering software bugs, deployed across diverse software testing
scenarios, aiming at validating program correctness through extensive random inputs. However, due to the inherent differ-
ence of processors and software, software fuzz testing methods cannot be directly applied to processors. Consequently,
researchers have designed fuzz testing techniques specifically targeting processors. This paper conducts a comprehensive
review of related research, providing an overview of the current state of processor fuzz testing studies, with a focus on
different types of flaws. Then it analyses and summarizes the key techniques in processor fuzz testing, including input gen-
eration, test guidance, seed scheduling and test result evaluation. Subsequently, this paper inspects shortcomings of typical
studies, introduces optimization research aimed at addressing these shortcomings. Finally, this paper summarizes the current
research landscape of processor fuzz testing and discusses on potential directions for future research.
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Figure 3 Traditional processor dynamic verification steps
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Table 1 Existing representative studies on processor fuzzing
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Table 2 Common DUTs and their applications in fuzzer
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Figure 4 Input formats for processor fuzzing
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Figure 5 Processor fuzzing architecture
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Table 3 Input generation techniques used in representative processor fuzzing studies
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Figure 6 Two types of instruction mutation methods
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Table 4 Test guidance techniques used in representative processor fuzzing studies
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Figure 7 GRM cross comparison occasion
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Figure 8 Processor fuzzing optimization overview
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Table 5 Methods and performance in representative processor fuzzing optimization studies
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